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Current Internet
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WHO use the Internet?

t r
50.4 583 50.4

eeeeee

y R é Dlbtérrptd 300 &

Gen Y34)A E- BUC
Gen Z GenY GenX BabyBoomer

E®D-7TeoU
414 542 471 32.5

HHHHHHHHHHHHHHHH o oy Source: Thailand Interne204&r Rrofi&_JIT_ ©




WHAT connect to the Internet?

Device§echnologies
aulsalwu ’fs
Fixed BB
ADUWIIODSALIG: ®8% 48/0“'-—"" Mobile BB
2 0
© P )

ADUWIIQDSWANW

@4%

INUVIAOADUWIIODS o) A

@2% AUNSOR3 5& Modem

®» (S

SourcB:Thailand Internet URBLBr&HI@A 6 4 4 6 A6 a4 AE - v BA2BEEAC03I00AE0AIEND 6 AA 4




WHEN Is the Internet used?
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WHERE Is the Internet used?
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Internet use In the tollet

15 mi

=3

n

5

-

mi

e

P\
L~
S
P
S F

Sourcggag.com TCIT 1 0



HOW is the Internet used?
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Internet today
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Internet of ThaJgs (
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Cyber threats techniques

~ Clickbaiting
Card skimming

Malware Evil twin router

HTML Injectiol

Catfishing w‘ﬁ.‘ Malvertisement
Ransomwegre Cloudsourcing
SIOOOﬁngBIuesniping Botnet
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Cyber threats: General concepts

ABlack Hat vs. White Hat hackers
AHacking as a SEa4 (

AEasier than before

A Tool kits
A Grow with Betiafflicts

ADeep webSurface web
A Deep weBo/s5% Surface web




Scale of Cyber threats
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Cyber threats: Personal level

App HE5UR9 AN

Hacking
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Malware n
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Cyber threats: Organization level

Ashley Madison

Ransomware
Citigroup
Sony PSN % B %
Anthem
JP Morgan EBay



Cyber threats: National level

State sponsored attack
Stuxnet

America vs. China

System down: Terrorist

checking system

Cyber attack before

Ground troops



Cyber threats: Soclety level

Almpact society as a whole

A Violate culture
A Violate safety
A Induce fear, chaos

AExample -
A Transportation hacked -
A Critical infrastructure hagkad
A Health system hacked CYB E n
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CSl: CyseICyber crimes CSI-

Unstop train

Online fire

Bitcoin heist
Digital framing

Poison medicine

Online bomb

Game online slave



1) Online kidnapping

ACCTV mainframe hacked

A CCTV for infant care
A Vulnerability in servers
A Management not listen

AHackers access all cameras

A International crime organization
A Study victimind weaksresske action

A Infants kidnapped
A Up for online bidding
A Foreigner foster families

A Objectifer $$$



2 Transportation system hackeg L=

ARoller coaster control system hacked

A Disable sensors, all safety
A Disable breaking system
A Deaths and injuries

ABoston subway system hacked
A Try rash the &asmrorist attack

A Cyber crime techniques:
A ID card skimming, illegal IPLC control board

A ObijectiVier show skills




3 Online taxi hacked CSI

CYBER

AServers of online taxi service hacked
A Fake driver

ASerial killers
A 3deaths

ACyber crime techniques:
A Evil twin routers, Phishing emails

AODbjectiver revenge



4 Sdiréhrough Internet CSI-

AFound holes in electronic device

A Put malware té&\dotimputer/ mobile
A Take control obwietiwonkifouter)

A Set fire on printers
A Disable heat sensor of rolling part
A Papers as fuels

A Set fire on laptop
A Disable heat sensor of battery

A Cyber crime techniques:
A Malware, Zero day vulnerabilities

A Objecti@r ransom $$$ from manufacturer
TOT 2



5 Online bomb CSI-:

ABomb in theatre

A Deaths and injuries
A Ignited by number of cellphone connected

ATry toomb a concert

A Bomb will be igriitehbgquont clips
ACyber crime techniques:

A CloudsourdifeC

AObjectiVe send out mé$sabeaology is bad
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0 Digital framing CSI-

AHotel main system hacked

A Full control of access, CCTV, room systems & services
A Full control of all digital logs

AFake SSID af/ffée

A Take down reabSatBet connéetglssID
A Full control ofgangéile
A Spoof SMS, GPS location

A Create false digita

A Cyber crime tech

efic@nge ttarget as murderer
nigues:

A Hospitality hack, Evil twin router
A ObjectiVie: cover up for murder



/) Cyber bullying

ABully victim via Social media

A Post private clips
A Create false gesiipcyber mob

A Creanline social presstire
A Createmagingpyofile page
A Catfishing technique
A Steal photos from the real person

A Cyber crime technigues:

A Catfishing, Mobile spoofing website, Back door Trojan, Cyber r

A Objectif@r revenge
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8 Online abduction CSI:

A Social engineer victim (girls)

A Learn from %igtiofile page, posts
A Get location embedded in selfie photos

A Find weakness in dailyAdaelbection

A Catfish the missing person page
A Make it looks like the person is ok, just move abroad
A Nobody suspects

ACyber crime techniques:
A Social engineer, Catfishing, Photo tracking

A ObijectiVar psychological need (sexual)



9 Juicejacking CSI:
AHack smartphone via public battery charging station

A USB cables connected to the evil router
A Full control ofs/gstiartphone

A Credit card h&istitrdowAlightViFi

A Using hacked smartphone, hack creditcardkafpurcitase at last
A No Interndtigint until hours later
A When @ destination = too late to cancel hacked credit cards

ARansos®$rom owners of hacked smartphones

A Cyber crime techniques:
A Juicejaki@yedit card Raissomeware

A Objective: test skills




10 Online poison CSI-

AInfect heatihsultant webpages

A Provide false diagnostic
A Provide false advertisarfieatmedicine shop (fake one)

AFake online medicine shop
A Rare medicine available @ very cheap price

A NOT mediciie0IS0ON
A Online money laundering using online poker sites

A Cyber crime techniques:
A Clickbaitirty ML injeMimuertisen@mine marsydering

A Objectier $$$




13 Online gaming slave CSI-

CYBER

AMake kids become slave through online gaming

A Hack game items from-thmsiatitmim desperate
A Befriend by giving out even-bejten itesnsust

A Ask him to do a favor, will be rewarded

A To clifieeaderbqgkitis will do arything

A Ask kidgraffic illegal armfdontine game items

AParents opinion
A Kids play online game at home, should be safe

A Cyber crime techniques:
A Super cookies, Online game hacking

A Objectiver $$$




12 Bitcoin heist CSI:

CYBER

ABitcoin = Digital currency (traded like stock)

APower grid system hacked

A Power outage at a certain area
A Best way to disable security alarm

ARob a flashaifitaning itqmssphrase
A Bitcoin digital wallet

ACyber crime techniques:
A Botnet

AObijectif@r Bitcoin $$$



13 Marathon RAT CSI-

ARemote Access Trojan (RAT)

A Been RATIGgrars
A Change laptop, no{srdBigrate with files
A Full control of data, privacy

A Bluesniping

A Use directional antenna, like sniper
A Long rantmi(e) Bluetooth hijacked

A Cyber crime technigues:
A RABluesniping

A Obijectivar psychological need (obsession)
TOT



Motivations of Cyber a@@lgg%s/ vandalism

ame
. Belief d(“l:’sute

409% @ 37% Nihilism/vandalism
% 36% Online gaming-related

Attack Motivations

30% ? ® 34% Political/ideological disputes (i.e., WikiLeaks/Anonymous,
30% / nationalism, religious controversy, etc.)
o % % % 28% Criminals demonstrating DDoS attack capabilities
E 05% % % to potential customers
s / / 25% Social networking-related (i.e., IRC, chat networks,
% 20% % % 7 7 Facebook, Twitter, Google+, etc.)
'f, % % % % 24% Online gambling-related
g 15% % % % % @® 21% Misconfiguration/accidental
@ 10% % % % % % 21% Inter-personal/inter-group rivalries (i.e, individual disputes,
/ / / / 7 schools, sports teams, ete.)
5% % % % % % ® 20% Criminal extortion attempt
% % % % % % 20% Financial market manipulation
o A ¥ A Y %

19% Diversion to cover compromise/data exfiltration

Figure 26 Source: Arbor Networks, Inc. 16% Flash crowds
8.50 X 11.00 inch @ 13% Competitive rivalry between business organizations
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Response to Cyber threats

ACollaboration

A Critical infrastructure
A CERTs (Cyber Emergency Response Team)

ALaws

A Computer, Privacy, Homeland Security Laws
A Privacy vs. Security

AGuideline for safe Internet use



Safe Internet use

Backup plan
Password IDC security

Awareness, Knowledgg ntivi o
ANLVIFUS A 4diction

Emails, Messdg®@SSIMISTIC |
Websites
Minimize damage Hardening

Cloud security  Social medig?®' S0"are
TOT -



Safe Inteinhdtessimistic
AEEAT Ea&AAUAE-4- 04
ANever efgensitjelata on alien machine

A Especially public or shared computers
A Key logging, Remeinp8eksion hijacked

AAT Eaase aoAUa aeA

A Virus scan, Gifts, Flash drive
A Line stickergTunes accounts hacked

A You have won a lottery !

Ad 01 6 ABAdEkikdiee A g



Safe IntePhdrasswords

AAlwaygspasswords
A Mobile passcode\ifoaeer, Screen saver lock
A PC, Clients, Servers

ANEVER use shared username & password

APassword rules
AaaAO-yA6ECHEO-
A R 6 a-8 Engligi-Hackable
A Change regularly
AodBoy Ot QGUuUAAAOCE@O6caodil 6AcaU-6eEE
AHow secure is my password ?
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Safe InteBhdfmalls, Messages

AAttachments

A NEVER ¢lickless confirm with sender (in person)
A If click, SCAN it before open

ALinks
A NEVER ¢li¢ik on PC) move mouse over46Gan biRepoofed!

A If click, good lijcst pray !



Safe Intedhal/ebsites

APomip banners

A NEVER ¢lDkheven try to x it (sometimes)

A Install browsenguglock them
A Chrome Adblock

ADotbelieve everything on the Internet

AANYbazhn s@yNYthinighoAfN ¥videncEhey do not
tak&NY responsibdiyo not careddboubnsequenc



Safe Intebhedocial media

AFacebook, LINE, Instagram, Twitter
ADA\NOpost everything

A Social engineering
A Stalkers, predators

AChild phete<hild molesters
AParties phetdsose jobs
ACyber mebConflict



Safe Intebhdbackup plan

ADQpackup
A On different media (Cloud, Physical hard disk, etc.)
A Regularly

AHav@ackup plavhat to dthi§oes wrerg3CP

A Lost smartphone
A Lost email accounts

AlLearn how to stiviv©ldiernet

A Use real map, learn direction
A Family merrherders






