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Current Internet

WHO
use the Internet?

WHAT
connect to the Internet?

WHEN
is the Internet used?

WHERE
is the Internet used?

HOW
is the Internet used?
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WHO use the Internet?

Source: Thailand Internet User Profile 2015, ëßÙî.

ÿßéØöćëóâ ĂË­ Internet ÿãîñØöćëùÕ

Gen Y (15-34 Üö) ĂË­ÿÚĆÖÿÊæöćã 8
Ëâ. Ö¬îèòÚ
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WHAT connect to the Internet?

Source: 1) Thailand Internet User Profile 2015, ëßÙî.| 2) ÂóäâöÂóäĂË­ÿØÅāÚāæãöëóäëÚÿØéĂÚÅäòèÿäøîÚ ß.é. 2557, ëČóÚòÂÈóÚë×õÖõĀì¬ÈËóÖõ
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WHEN is the Internet used?

00.00 04.00 08.00 12.00 16.00 20.00 24.00

42% 45% 54% 52%8%9%

Source: 1) Thailand Internet User Profile 2015, ëßÙî.| 2) ÂóäâöÂóäĂË­ÿØÅāÚāæãöëóäëÚÿØéĂÚÅäòèÿäøîÚ ß.é. 2557, ëČóÚòÂÈóÚë×õÖõĀì¬ÈËóÖõ| 3) TOT 8



WHERE is the Internet used?

Source: ÂóäâöÂóäĂË­ÿØÅāÚāæãöëóäëÚÿØéĂÚÅäòèÿäøîÚ ß.é. 2557, ëČóÚòÂÈóÚë×õÖõĀì¬ÈËóÖõ

Offices / Schools

Outdoor

Home
Internet Cafe
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64%
19%
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Internet use in the toilet

Source: 9gag.com 10



HOW is the Internet used?

Source: Thailand Internet User Profile 2015, ëßÙî.

83%
57%

52%

42%

36%

30%

28%

Social media
Searching data

Reading (news, ebooks)

Entertainment

Emails

Download (files)

Games online

FB, LINE, Instagram, Twitter

áúâõĀß­ÂäùÈÿØß, ëóâöÖöÖäó

Tnews, Ë¬îÈ 8, Ë¬îÈ 3

Youtube, Ashley madison

Emails

Bit torrents

ÿÂâÿéäêÑö, FarmVille,LoL, CS, WoW, DotA
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Internet of Things (IoT)

Source: www.engineering.com

Big Data

Data Mining

Business 
Intelligence
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áòã IT

Åáòã IT = áòã Internet = Cyber Threats
ÅMilitary battle field

ØñÿæßøĈÚÕõÚ

Cyber

îóÂóé îèÂóé
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Cyber threats techniques

Evil twin router

Juice jacking

Catfishing
Phishing

Clickbaiting

Malvertisement
Ransomware

DDoSZero day vulnerability

Card skimming

Spoofing

Super cookies

Cloudsourcing

HTML injection

Trojan

Malware

BotnetBluesniping
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Cyber threats: General concepts
ÅBlack Hat vs. White Hat hackers
ÅHacking as a Service (HaaS)
ÅEasier than before
ÅTool kits
ÅGrow with belief³s conflicts

ÅDeep web vs. Surface web
ÅDeep web 95%vs. 5% Surface web
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Scale of Cyber threats

Personal level

Organization level

National level

Society level
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Cyber threats: Personal level

Hacking

Malware
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Cyber threats: Organization level

Ransomware

EBay

Citigroup

JP Morgan
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Cyber threats: National level

America vs. China

State sponsored attack
Stuxnet
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Cyber threats: Society level
ÅImpact society as a whole
ÅViolate --> culture
ÅViolate --> safety
ÅInduce --> fear, chaos

ÅExample
ÅTransportation hacked
ÅCritical infrastructure hacked
ÅHealth system hacked
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CSI: Cyber
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CSI: Cyber --> Cyber crimes

Digital framing

Online fire

Online bomb

Bitcoin heist
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1) Online kidnapping
ÅCCTV mainframe hacked
ÅCCTV for infant care
ÅVulnerability in servers
ÅManagement not listen
ÅHackers access all cameras
ÅInternational crime organization
ÅStudy victims --> find weakness --> take action
ÅInfants kidnapped
ÅUp for online bidding
ÅForeigner foster families
ÅObjective: For $$$
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2) Transportation system hacked
ÅRoller coaster control system hacked
ÅDisable sensors, all safety
ÅDisable breaking system
ÅDeaths and injuries

ÅBoston subway system hacked
ÅTry to crash the train <--Terrorist attack

ÅCyber crime techniques:
ÅID card skimming, illegal IPLC control board

ÅObjective: To show skills
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3) Online taxi hacked
ÅServers of online taxi service hacked
ÅFake driver

ÅSerial killers
Å3 deaths

ÅCyber crime techniques:
ÅEvil twin routers, Phishing emails

ÅObjective: For revenge
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4) Set firethrough Internet
ÅFound holes in electronic device
ÅPut malware to victim³s computer/ mobile
ÅTake control of victim³s network (WiFirouter)
ÅSet fire on printers
ÅDisable heat sensor of rolling part
ÅPapers as fuels
ÅSet fire on laptop
ÅDisable heat sensor of battery
ÅCyber crime techniques:
ÅMalware, Zero day vulnerabilities
ÅObjective: For ransom $$$ from manufacturer
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5) Online bomb
ÅBomb in theatre
ÅDeaths and injuries
ÅIgnited by number of cellphone connected

ÅTry to bomb a concert
ÅBomb will be ignited by v́iew countµ on clips

ÅCyber crime techniques:
ÅCloudsourcing, NFC

ÅObjective: To send out message T́echnology is badµ
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6) Digital framing
ÅHotel main system hacked
ÅFull control of access, CCTV, room systems & services
ÅFull control of all digital logs
ÅFake SSID of free WiFi
ÅTake down real SSID --> target connects to évilµ SSID
ÅFull control of target³s mobile
ÅSpoof SMS, GPS location
ÅCreate false digital evidence to frame target as murderer
ÅCyber crime techniques:
ÅHospitality hack, Evil twin router
ÅObjective: To cover up for murder
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7) Cyber bullying
ÅBully victim via Social media
ÅPost private clips
ÅCreate false gossip --> for cyber mob
ÅCreate online social pressure to victim

ÅCreate ́imaginaryµ profile page
ÅCatfishing technique
ÅSteal photos from the real person
ÅCyber crime techniques:
ÅCatfishing, Mobile spoofing website, Back door Trojan, Cyber mob

ÅObjective: For revenge
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8) Online abduction
ÅSocial engineer victim (girls)
ÅLearn from victim³s profile page, posts
ÅGet location embedded in selfie photos
ÅFind weakness in daily routine --> Abduction
ÅCatfish the missing person page
ÅMake it looks like the person is ok, just move abroad
ÅNobody suspects
ÅCyber crime techniques:
ÅSocial engineer, Catfishing, Photo tracking

ÅObjective: For psychological need (sexual)
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9) Juicejacking
ÅHack smartphone via public battery charging station
ÅUSB cables connected to the evil router
ÅFull control of victim³s smartphone
ÅCredit card heist + Shut down on-flight WiFi
ÅUsing hacked smartphone, hack credit card information --> make purchase at last min.
ÅNo Internet on-flight until hours later
ÅWhen @ destination = too late to cancel hacked credit cards
ÅRansome$$$from owners of hacked smartphones
ÅCyber crime techniques:
ÅJuicejaking, Credit card heist, Ransomeware
ÅObjective: To test skills
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10) Online poison
ÅInfect health-consultant webpages
ÅProvide false diagnostic
ÅProvide false advertisement --> Online medicine shop (fake one)
ÅFake online medicine shop
ÅRare medicine available @ very cheap price
ÅNOT medicine --> Poison
ÅOnline money laundering using online poker sites
ÅCyber crime techniques:
ÅClickbaiting, HTML injection, Malvertisement, Online money luandering
ÅObjective: For $$$
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11) Online gaming slave
ÅMake kids become slave through online gaming
ÅHack game items from the victim --> make him desperate
ÅBefriend by giving out even better items --> gain his trust
ÅAsk him to do a favor, will be rewarded
ÅTo climb Ĺeaderboardµ, kids will do anything !
ÅAsk kids to traffic illegal arms, drugs for online game items
ÅParents opinion
ÅKids play online game at home, should be safe
ÅCyber crime techniques:
ÅSuper cookies, Online game hacking
ÅObjective: For $$$
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12) Bitcoin heist
ÅBitcoin = Digital currency (traded like stock)
ÅPower grid system hacked
ÅPower outage at a certain area
ÅBest way to disable security alarm
ÅRob a flash drive containing bitcoin³s passphrase
ÅBitcoin digital wallet

ÅCyber crime techniques:
ÅBotnet
ÅObjective: For Bitcoin $$$
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13) Marathon RAT
ÅRemote Access Trojan (RAT)
ÅBeen RAT for 10 years
ÅChange laptop, no problem --> Migrate with files
ÅFull control of data, privacy

ÅBluesniping
ÅUse directional antenna, like sniper
ÅLong range (1 mile) Bluetooth hijacked
ÅCyber crime techniques:
ÅRAT, Bluesniping

ÅObjective: For psychological need (obsession)
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Motivations of Cyber attacks
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. Nihilism/ vandalism

. Online game

. Belief dispute

Source: Arbor (2014). Worldwide Infrastructure Security Report 2014
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Response to Cyber threats
ÅCollaboration
ÅCritical infrastructure
ÅCERTs (Cyber Emergency Response Team)

ÅLaws
ÅComputer, Privacy, Homeland Security Laws
ÅPrivacy vs. Security

ÅGuideline for safe Internet use
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Safe Internet use

Websites

Backup plan
Password

Emails, Messages

Social media

Pessimistic

Legal software
Minimize damage

Antivirus

Hardening

Awareness, Knowledge

Cloud security

IDC security
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Safe Internet 1): Pessimistic
ÅÉÈâîÈāæÂĂÚĀÈ¬ä­óã !
ÅNever enter śensitiveµ data on alien machine
ÅEspecially public or shared computers
ÅKey logging, Remember log-in, Session hijacked

ÅÃîÈàäö ... ăâ¬âöĂÚāæÂ !
ÅVirus scan, Gifts, Flash drive
ÅLine stickers --> iTunes accounts hacked
ÅYou have won a lottery !
ÅâöîóÂóäĀÜæÂą --> ĀÉ­È Admin
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Safe Internet 2): Passwords
ÅAlways set passwords
ÅMobile passcode, Home WiFirouter, Screen saver lock
ÅPC, Clients, Servers
ÅNEVER use shared username & password
ÅPassword rules
ÅãóÂ .. ĀÖ¬ÿäóÉČóăÕ­
Åßõâß°ăØã --> English ¦ <--Hackable
ÅChange regularly
ÅØùÂą 3 ·6 ÿÕøîÚ, ìäøî ØùÂÅäòĈÈØöćâöîóÂóäÚ¬óëÈëòã

ÅHow secure is my password ?
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Safe Internet 3): Emails, Messages
ÅAttachments
ÅNEVER click ¦ unless confirm with sender (in person)
ÅIf click, SCAN it before open

ÅLinks
ÅNEVER click¦ (if on PC) move mouse over to see URL ¦ <--Can be spoofed!
ÅIf click, good luck ¦ just pray !
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Safe Internet 4): Websites
ÅPop-up banners
ÅNEVER click ¦Don³t even try to x it (sometimes)
ÅInstall browser plug-in to block them
ÅChrome --> Ad-block

ÅDon³t believe everything on the Internet
ÅANYbodycan say ANYthingwithout ANY evidence. They do not 

take ANY responsibility and do not care about ANY consequence
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Safe Internet 5): Social media
ÅFacebook, LINE, Instagram, Twitter
ÅDo NOTpost everything
ÅSocial engineering
ÅStalkers, predators

ÅChild photos --> Child molesters
ÅParties photos --> Lose jobs

ÅCyber mob --> Conflict
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Safe Internet 6): Backup plan
ÅDO backup
ÅOn different media (Cloud, Physical hard disk, etc.)
ÅRegularly

ÅHave ́Backup planµ (what to do if sth. goes wrong) --> BCP
ÅLost smartphone
ÅLost email accounts

ÅLearn how to survive WITHOUTInternet
ÅUse real map, learn direction
ÅFamily members³ numbers

47




